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ABSTRACT
Given “who-trusts/distrusts-whom” information, how can
we propagate the trust and distrust? With the appear-
ance of fraudsters in social network sites, the importance of
trust prediction has increased. Most such methods use only
explicit and implicit trust information (e.g., if Smith likes
several of Johnson’s reviews, then Smith implicitly trusts
Johnson), but they do not consider distrust.

In this paper, we propose PIN-trust, a novel method to
handle all three types of interaction information: explicit
trust, implicit trust, and explicit distrust. The novelties of
our method are the following: (a) it is carefully designed,
to take into account positive, implicit, and negative infor-
mation, (b) it is scalable (i.e., linear on the input size), (c)
most importantly, it is effective and accurate. Our exten-
sive experiments with a real dataset, Epinions.com data,
of 100K nodes and 1M edges, confirm that PIN-trust is
scalable and outperforms existing methods in terms of pre-
diction accuracy, achieving up to 50.4 percentage relative
improvement.
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1. INTRODUCTION
In a social network, how can users find other reliable

users? In many social network sites, users share various
information through interactions with other users. Trust
plays a vital role for users who seek reliable users in social
networks [4, 5, 10, 13, 25]. In particular, in product re-
view sites and e-commerce sites such as Epinions.com and
eBay.com, it is very important to find trustworthy users [3,
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22, 24]. In order to find trustworthy users from such a huge
social network, trust prediction methods, which predict fu-
ture trust relationships of users, have been proposed [6, 20,
22, 24].

Previous methods predict future trust relationships of a
target user based on interaction information between users.
There exist three types of the interaction information: ex-
plicit trust relationship, explicit distrust relationship, and
ratings [6, 11, 22]. A user explicitly makes trust or distrust
relationships with others when the user decides to trust or
distrust them. Also, a user can rate other users’ content
as well. In many previous methods, ratings are regarded as
implicit trust information indicating the likelihood of a user
to make a trust relationship with another user [20, 22].

Shortcomings of existing methods. The existing
methods based on interaction information for trust predic-
tion, have following three problems. First, most previous
methods consider only partial information of the interac-
tion for trust prediction. The methods in [12, 17, 20, 22,
24] consider the trust relationship and ratings only, but not
the distrust relationship. Some methods [11, 18] consider
the distrust relationship for trust prediction; however, none
of them consider all three types of interaction information
together.

Second, if a target user lacks adequate interaction infor-
mation, previous methods tend to fail in predicting the tar-
get user’s trust relationships. Most existing methods rely on
link prediction which infers the probability of having a trust
relationship between two users based on some criteria (e.g.,
amount of interaction, number of common neighbors, indi-
rect trust relationships, etc.) [8, 12, 22]. If one of the two
users does not have enough interaction information, the pre-
vious methods have difficulties in computing the probability
between the two users, causing low prediction accuracy for
the target user.

Third, previous methods do not take trust reciprocation
into account. The norm of the trust reciprocation is that
people should help those who help them [7, 23]. For example,
if user ui has helped user uj , then uj would help ui back. In
a social network, ui may trust uj in the hope of getting the
trust back. The trust reciprocation exists in many different
social networks and should be exploited in trust prediction
[21, 23].

Our main idea. In this paper, to solve the problems
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Figure 1: Advantage of our method. Our method captures all types of interaction information (see (a)), is
scalable (see (b)), and outperforms competitors (see (c)).

mentioned above, we propose PIN-trust, a novel trust pre-
diction method. The proposed method first builds a trust
network that has two types of directed edges to consider all
kinds of interaction information. The positive edge is cre-
ated when a user makes a positive relationship (e.g., trust
relationship and rating) with another user. The negative
edge is created when a user makes a distrust relationship
with another user. Previous study revealed that negative
relationships would be helpful in analyzing and predicting
the behaviors of users [16]. By exploiting all three types
of interaction information among users in trust prediction,
we can alleviate the lack of information successfully, thereby
improving the prediction accuracy.

PIN-trust measures the degree of trustworthiness of each
user for a target user by using “network effects”, specifi-
cally, belief propagation (BP) [26]. We propose message
passing strategies that propagate different trust (or distrust)
messages according to interaction information between two
users. Also, the proposed method defines a new notion of re-
verse edges having the opposite direction of the normal edges
to consider the trust reciprocation. The proposed method
computes the degree of trustworthiness of each node for the
target node in a network, and then returns the top-k most
trustworthy nodes as a prediction result for the target node.

We summarize our main contributions as follows:

• PIN Model: We propose PIN-trust, a novel method
to predict a target user’s future trust relationships.
The proposed method models users’ behaviors in a so-
cial network to consider all types of interaction infor-
mation (explicit trust, explicit distrust, and implicit
ratings; see Figure 1(a)) and also the trust reciproca-
tion.
• Scalability: The time complexity of our PIN-trust

is linear on the network size (Figure 1(b)).
• Effectiveness: PIN-trust is effective and accurate.

Applied on real-world data, PIN-trust outperforms
existing methods with up to 19.7 and 50.4 percentage
relative improvement in prediction accuracy compared
with ITD [22] and ABIT L [20], respectively (Figure
1(c)).

Table 1 shows a summary of comparisons with existing
methods, ITD and ABIT L. The existing methods cannot
consider the distrust relationship and the trust reciproca-
tion. PIN-trust takes all of them into account, thereby
increasing the accuracy of trust prediction significantly.

The outline of the paper is as follows: Sections 2 and 3

Table 1: Comparisons of trust prediction methods.
Our proposed PIN-trust is the most accurate, and
satisfies all the desired properties while others do
not.

PIN-trust ITD ABIT L

Trust relationship and rating
√ √ √

Distrust relationship
√

- -

Trust reciprocation
√

- -

Scalability
√ √ √

Accuracy (in worst case) 61.4% 51.3% 40.8%

present the preliminaries and our method in detail, respec-
tively. Section 4 shows the experimental results. Section 5
presents an overview of the related work. Finally, Section 6
summarizes and concludes the paper.

2. PRELIMINARIES
We define our trust prediction problem as follows:

Problem 1 (TRUST PREDICTION). Given:
• Target user uq

• Set of all users in a social network U = {u1, u2, ...,
un}
• Trust relationship matrix T = [tij ] where tij indicates

the trust relationship (a binary class) from ui to uj

• Distrust relationship matrix D = [dij ] where dij indi-
cates the distrust relationship (a binary class) from ui

to uj

• Rating count matrix R= [rij ] where rij is the number
of ratings from ui to uj

• Average rating matrix M=[µij ] where µij is the aver-
age score of all ratings from ui to uj

Find: The trustworthiness scores of all other users for
the target user uq, and her top-k most trustworthy users.

A user in a social network is able to form three types of
interaction with other users: the trust relationship, distrust
relationship, and ratings. When a user ui decides that a
user uj is trustworthy, a trust relationship tij is formed.
On the contrary, when ui decides uj to be untrustworthy, a
distrust relationship dij is formed. Also, a user is able to rate
someone else’s content. Let rij indicate the number of ui’s
ratings on uj ’s contents, and µij represent the average of all
rating scores from ui to uj . When U, uq, and the interaction
information of users are given, trust prediction returns a set



of the top-k trustworthy users as a prediction result for uq.
To do this, we measure the degree of trustworthiness of all
users in a network based on BP.

BP is an algorithm that infers the state of a node in a net-
work by computing the belief score of the node [2, 26]. The
belief score of a node in a specific state means the prob-
ability that the node is in a specific state. In this paper,
two states of a node are defined: <trustworthy, untrustwor-
thy>. The belief score of a node is computed by exchanging
messages between nodes. The message is a node’s opinion
about a neighboring node’s possibility of being in a specific
state. The opinion is determined by the probabilities, each
of which indicates how much the node is likely to be in a
state. The probability is inferred by its neighbors’ opinions
as well. The messages sent from one node to its neighbor
are represented as a vector. The elements of the vector are
the probabilities of two states of a node mentioned above.
Each message that node ui sends to node uj is computed as
follows:

msgij(xp)←
∑

xq∈X

φi(xq)ψ(xq, xp)
∏

k∈N(i)\j

msgki(xq)

In this equation, xp and xq denote two states. msgij(xp)
represents the message that ui sends to uj , indicating ui’s
opinion about uj ’s probability of being in state xp. φi(xq)
denotes a prior belief which means the initial probability of
ui being in state xq. In case the state of a node is already
known, a higher prior belief is assigned to the corresponding
state. Otherwise, the equal prior beliefs are assigned to both
states. The propagation matrix ψ transforms a node’s in-
coming messages into outgoing messages. msgij(xp) is com-
puted by the product of the messages from ui’s neighbors
except uj . It is computed iteratively for a specific number
of times or until the message values converge [26]. After
the message computation, the belief scores of each node are
computed. The belief scores are represented as a vector with
the two states as well. Each belief score, the probability of
node ui in state xp, is computed as follows:

bi(xp) = kφi(xp)
∏

j∈N(i)

msgji(xp),

where k is a normalization factor. To measure the degree
of trustworthiness of all users in a network, we compute the
belief scores of all nodes in the network based on BP.

3. PROPOSED METHOD
In this section, we propose PIN-trust, a method to pre-

dict trust relationships to be satisfied by a target user. PIN-
trust employs the notion of the belief propagation (BP) to
exploit the “network effects”. In order for BP to be used, it
is required to (1) model a trust network, (2) define propa-
gation matrices, and (3) decide prior beliefs.

In Section 3.1, we first discuss how to build a trust network
based on three kinds of interaction information so that it
provides a richer resource in trust prediction. In Section 3.2
and Section 3.3, we discuss how to set propagation matrices
and prior beliefs to be used for computing messages. Users
tend to make trust relationships with other users who have
behavioral characteristics similar to themselves [15]. We set
the propagation matrices based on this notion, referred to

as “homophily influence”. Users tend to trust those users
who are trusted by their trustees. For example, if a user ui

trusts a user uj , and a user uj trusts a user uk, user ui is
likely to trust user uk. Also, users tend to trust those users
who are trusted by a number of other users. In Section 3.3,
we discuss how to consolidate these two notions by using the
prior beliefs in BP.

In addition, there exists reciprocation in trust relation-
ships. Users tend to trust those users who trust them. In
Section 3.4, we define a new type of reverse edges to consider
the notion of trust reciprocation and discuss how to exploit
the reverse edges in the BP settings.

3.1 Trust network modeling
To apply BP to trust prediction, one needs to construct

a trust network. We construct a trust network where nodes
and directed edges correspond to users and interactions be-
tween them, respectively. The direction of an edge is deter-
mined by the direction of the interaction represented by the
edge. For example, when user ui forms the trust relationship
to user uj , the direction of the edge is from ui to uj .

To consider all types of interaction information, the trust
network has two types of edges: the positive and negative
edges. A positive edge is created when a user makes a trust
relationship with another user and/or rates her content. A
negative edge is created when a user makes a distrust re-
lationship with another user. It means that we regard the
trust relationship and rating as the positive information, and
the distrust relationship as the negative information. The
trust and distrust relationships can be classified as explicit
information since these relationships are declared explicitly
by the user.

The rating is an expression of an implicit trust. Although
a trust degree varies depending on the number of ratings
and the average rating score between two users, the rating
is regarded as implicit positive information in many existing
methods [22, 20, 14]. For example, if ui has given a number
of good ratings to the content made by user uj , ui is likely
to make a trust relationship with uj . For this reason, we
consider the ratings as positive information and create a
positive edge when a user rates another user’s content. Note
that, although we make positive edges for ratings, the trust
degree is dependent on the quality of the ratings: only good
and many ratings affect the trust significantly. We discuss
how to estimate the trust degree between ui and uj with
respect to the varying number of ratings rij and the average
rating score µij in Section 3.2.

3.2 Propagation matrices
A user’s belief scores on states should vary considerably

depending on the interaction information that the user re-
ceives. To the end, we define two different propagation ma-
trices for the positive and negative edges in order to propa-
gate different messages according to the interaction informa-
tion between users. The proposed propagation matrices are
based on the concept of “homophily influence”. Homophily
refers to the tendency of a node to associate itself with its
similar nodes in a network [15]. For example, in a trust
network, a trustworthy user wants to establish trust rela-
tionships with other trustworthy users.

Table 2 indicates instantiations of the propagation ma-
trices ψ for the positive and negative edges. In ψij(xq,xp),
the row (source) represents xq and the column (destination)



Table 2: Instantiations of propagation matrices.

(a) Positive edge 

(b) Negative edge 

Positive 
edge 

Destination 

Trust. Untrust. 

So
ur

ce
 Trust. 0.5+ ɛ×(t + f(r)) 0.5 - ɛ×(t + f(r)) 

Untrust. 0.5 - ɛ×(t + f(r)) 0.5+ ɛ×(t + f(r))  

Negative 
edge 

Destination 

Trust. Untrust. 

So
ur

ce
 Trust. 0.5 - ɛ 0.5 + ɛ 

Untrust. 0.5+ ɛ 0.5 - ɛ

represents xp. We want to instantiate the propagation ma-
trices so that 1) uj ’s degree of trustworthiness should in-
crease when trustworthy user ui makes a positive relation-
ship with uj , and 2) if ui is untrustworthy, then uj ’s degree
of trustworthiness ought to decrease. In the positive edge,
the probability ψij(trustworthy, trustworthy) of a destina-
tion node uj being in state trustworthy when a source node
ui is in state trustworthy is 0.5 + ε×(t+f(r)). On the other
hand, ψij(untrustworthy, trustworthy) is 0.5 – ε× (t+f(r)).
Below, we describe the meanings of the parameters and ex-
plain detailed reasons for the instantiations.
ε controls the influence of the source on the destination.

t is a binary parameter to represent the existence of a trust
relationship between them. If a trust relationship exists, t =
1; otherwise t = 0. f(r) is the trust degree measured by the
number of ratings rij and the average rating scores µij from
source node ui to destination node uj . Many good ratings
can be regarded as the implicit trust between the two users.
Therefore, as ui gives more/higher ratings to uj , ui is more
likely to trust uj . To measure f(r) quantitatively, we use
a data-driven estimation [22, 20]. We examine the correla-
tion between the number of ratings and the existence of a
trust relationship in a user pair by using the Epinions.com

dataset which has been widely used in many existing trust
prediction methods [8, 12, 17] and trust-based recommen-
dation systems [9, 27]. In the dataset, ratings are given as
an integer value from 1 to 5.

Figure 2 shows the result. In Figure 2, the x -axis indi-
cates the number rij of ratings in a user pair and the y-axis
indicates the probability of the user pair having a trust re-
lationship. The x -axis is divided into nine intervals with
respect to varying rij . Each interval of rij is also subdi-
vided into two depending on the range of the average rating
µij (µij ≤ 3 and µij > 3). As shown in the figure, when µij

≤ 3, trust relationships rarely occur in all rij intervals. On
the contrary, when µij > 3, the probability of having trust
relationships increases as rij increases. This observation in-
dicates that the trust degrees should be measured by taking
both rij and µij into account. Based on the observation,
the proposed method computes f(r) as shown in Table 3. It
implies that the more frequently ui rates uj ’s content favor-
ably, the higher belief on the trustworthy state is sent from
ui to uj by the propagation matrix in Table 2(a).
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Figure 2: Probability of having trust relationship
with varying rij and µij.

Table 3: Estimation of trust degree with the number
of ratings and the average rating score between two
users.

 f(r) 

1 0.01 0.05 
2-3 0.01 0.10 
4-7 0.01 0.30 

8-15 0.02 0.40 
16-31 0.03 0.55 
32-63 0.02 0.70 

64-127 0 0.75 
127-255 0 0.80 
256-511 0 0.85 

rij
ij ij

In the propagation matrix of the negative edge,
ψij(trustworthy, trustworthy) is set to 0.5 – ε. This is
because normal users usually want to avoid the inter-
actions with untrustworthy users [1]. On the contrary,
ψij(untrustworthy, trustworthy) is set to 0.5 + ε since we
assume that the untrustworthy user tries to debase normal
users’ trustworthiness. By using these propagation matri-
ces, PIN-trust propagates different messages in accordance
with a variety of interaction information between two users.

3.3 Prior beliefs
After setting the propagation matrices, we set the prior

beliefs of each node. As mentioned in Section 2, the prior
belief indicates the initial probability that the node is in a
state among the two states: <trustworthy, untrustworthy>.
We consider the following two aspects in setting the prior
beliefs for nodes.

Target user’s opinion. A user makes trust relationships
based on her own opinions on other users. We assume the
user’s current interaction information reflects her opinions.
For example, if ui favorably rates uj ’s content, ui is highly
likely to form the trust relationship with uj . Also, a user
trusts her trustworthy neighbors’ opinions. If ui trusts uj

and uj trusts uk, ui is likely to trust uk. Therefore, the
node nearer to the target node via a series of positive edges
should receive a higher degree of trustworthiness.

Majority’s choice. Normally, we consider a user to be
trustworthy if many other users trust her/him. That is,
user ui is likely to trust uj when uj is trusted by a number



Table 4: Parameters in PIN-trust.
Parameter Definition

0.5 + α Prior belief of a target node

0.5 + β Prior beliefs of the other nodes

ε Influence in propagation matrices

f(r) Trust degree based on rating information

RF Factor to adjust influence of trust reciprocation

of other users. Therefore, a node that receives many trust
relationships should get a high degree of trustworthiness.

In the BP computation, when a prior belief on the trust-
worthy state of node ui is high, the message from the trust-
worthy state of ui would be also high. In addition, because
propagation matrices are defined based on the notion of “ho-
mophily influence”, ui’s message on the trustworthy state
to a node connected to ui by the positive edge would be
high. Consequently, the node is likely to be considered as
the trustworthy state.

As mentioned earlier, in order to increase the degree of
trustworthiness of a node (directly or indirectly) connected
to the target node, we give a prior belief to the target node
on a trustworthy state higher than on an untrustworthy
state. That is, the prior beliefs to the target node are set as
<0.5+α, 0.5–α> for trustworthy and untrustworthy states,
respectively. Since the prior belief on a trustworthy state is
higher than that of an untrustworthy state, nodes close to
the target node tend to get a high belief score on a trust-
worthy state as well.

In addition, in order to give high trustworthiness to a node
that a number of nodes commonly trust, we set the prior
belief for every node (except for the target node) on trust-
worthy state higher than that on an untrustworthy state.
Specifically, the prior beliefs of every node (except the tar-
get node) are set as <0.5+β , 0.5–β>. As a result, the node
receiving many trust relationships is likely to get a high be-
lief score on a trustworthy state1. We note α is set bigger
than β (i.e., α� β) in order for the target node’s opinion to
be considered more than that of other nodes. Their detailed
settings will be discussed again in Section 4.2.1.

3.4 Trust reciprocation
Trust reciprocation appears in existing social networks

and plays an important role in trust prediction [21, 23]. If
user ui favorably evaluates user uj , uj is also likely to give
favorable evaluation back to ui. Likewise, if ui evaluates uj

unfavorably, uj is likely to evaluate ui unfavorably as well.
To consider the trust reciprocation, we define a notion

of reverse edges that have the opposite directions of their
corresponding normal edges. Figure 3 shows an example of
reverse edges. When u1 trusts (and/or rates positively) u2,
a reverse positive edge is created from u2 to u1. Also, since
u1 distrusts u3, a reverse negative edge is created from u3

to u1.
Based on the concept of the trust reciprocation, we also

define two propagation matrices for the reverse edges. Ta-
ble 5 shows instantiations of the propagation matrices of
reverse edges. Notice that source and destination nodes are
determined by considering the direction of a normal edge
rather than a reverse edge. As a result, in the case of a re-

1A user who receives many distrust relationships eventually
would get a very low belief score on a trustworthy state
through BP computations.

Table 5: Propagation matrices of reverse edges.

(a) Reverse positve edge  

(b) Reverse negative edge   

Positive 
Source 

Trust. Untrust. 

D
es

tn
. Trust. 0.5+ ɛ×(t + f(r)) 

× RF
0.5 - ɛ×(t + f(r)) 

Untrust. 0.5 - ɛ×(t + f(r)) 0.5+ ɛ×(t + f(r)) 

Negative 
Source 

Trust. Untrust. 

D
es

tn
. Trust. 

Untrust. 0.5+ ɛ 0.5 - ɛ 

× RF

× RF × RF

× RF × RF

0.5+ ɛ × RF0.5 - ɛ × RF

verse edge, a message is propagated from a destination to a
source. Contrary to the propagation matrices in Table 2, in
ψij(xq,xp), xq represents the state of the destination node
on the normal edge (row), and xp represents the state of the
source node on the normal edge (column). The concept of
the trust reciprocation is “if you do something to me, then
I’ll do a similar thing to you”. Thus, the propagation ma-
trices for the reverse edges are similarly set as those for the
normal edges. The matrices have RF , a parameter that con-
trols the influence of trust reciprocation. RF is needed since
all users do not always return the compliment.

u
2

u
3

u
1

: positive
: negative
: reverse-pos.
: reverse-neg.

Figure 3: An example of reverse edges.

PIN-trust computes the belief scores of every node in
a network using the strategies above, and returns the top-k
nodes having the highest belief scores on the trustworthy
state as a prediction result for the target user. Algorithms
1 and 2 show the pseudocode of PIN-trust and its sub-
functions.

4. EXPERIMENTS
In this section, we perform extensive experiments to show

the effectiveness and efficiency of PIN-trust. Basically, we
design our experiments to answer the following questions:

• Q1 (Parameter): How robust is PIN-trust over the
values of four parameters α, β, ε, and RF?
• Q2 (Distrust): How accurate is PIN-trust by model-

ing the distrust relationships?
• Q3 (Accuracy): How accurate is PIN-trust in com-

parison with existing methods?
• Q4 (Scalability): Is PIN-trust scalable?

In Section 4.1, we describe the experimental setup. In Sec-



Algorithm 1: PIN-trust

Input:
U = {u1, u2, ..., uu}: Set of users (nodes)
S = {Trustworthy, Untrustworthy}: Set of possible
states of nodes
P : Adjacency matrix with positive edges
N : Adjacency matrix with negative edges
PR: Adjacency matrix with reverse positive edges
NR: Adjacency matrix with reverse negative edges
A = {P,N, PR,NR}: Set of adjacency matrices
φ: Prior beliefs of each node
ψ = {ψP , ψN , ψPR, ψNR}: Set of propagation matrices
for each adjacency matrix

Output:
Belief score matrix B

begin
B = NewMatrix(U , S)
foreach x ∈ A do

MSG = NewMatrix(U , U)
while not converged do

foreach i ∈ U do
msg = NewMessage(S)
foreach k ∈ Neighbors(x, i) do

msg = MultiplyMessage(msg,
MSG[k][i], S)

foreach j ∈ Neighbors(x, i) do
msgj = DivideMessage(msg,
MSG[j][i], S)
MSG[i][j] = PropagateMessage(i,
msgj , φ, x, S)

foreach i ∈ U do
msg = NewMessage(S)
foreach j ∈ Neighbors(x, i) do

msg = MultiplyMessage(msg,
MSG[j][i], S)

foreach p ∈ S do
msg[p] = msg[p]× φi[p]

msg = NormalizeMessage(msg, S)
foreach p ∈ S do

B[i][p] = msg[p]

tion 4.2, we present and analyze the results of experiments
to answer the above questions.

4.1 Experimental setup
In our experiments, the Epinions.com dataset is used. It

contains 131,828 users, 717,667 trust relationships, 123,705
distrust relationships, and 13,668,319 ratings; the ratings
have integer values from 1 to 5. We measure the accuracy
and the processing time of the proposed method. Target
users are divided into three types of groups according to the
amount of interaction information as follows.

• User group 1: Users who have rated more than 100
other users, or have more than 50 trust relationships
• User group 2: Users who have rated 50 to 100 other

users, or have 20 to 50 trust relationships
• User group 3: Users who have rated 20 to 50 other

Algorithm 2: Functions

function NewMatrix(U , S):
begin

return a matrix with ||U || rows and ||S|| columns,
having each element filled with 1

function NewMessage(S):
begin

return a vector, having ||S|| elements filled with 1

function Neighbors(x, i):
begin

return a set of neighbors of node i in the adjacency
matrix x

function MultiplyMessage(msg, MSG[k][i], S):
begin

foreach p ∈ S do
msg[p] = msg[p]×MSG[k][i][p]

return msg

function DivideMessage(msg, MSG[j][i], S):
begin

foreach p ∈ S do
msg[p] = msg[p]÷MSG[j][i][p]

return msg

function PropagateMessage(i, msgj , φ, x, S):
begin

msg = NewMessage(S)
sum = 0
foreach p ∈ S do

foreach q ∈ S do
sum = sum+ (φi[q]× ψx[q][p]×msgj [q])

msg[p] = sum

return msg

function NormalizeMessage(msg, S):
begin

sum = 0
foreach p ∈ S do

sum = sum+msg[p]

foreach p ∈ S do
msg[p] = msg[p]÷ sum

return msg

users, or have 10 to 20 trust relationships

In our experiments, we compare the accuracy of the pro-
posed method with those of two existing methods, ITD [22]
and ABIT L [20]. The accuracy of each method is computed
as follows. First, we randomly select a target user in each
user group; we delete the target user’s n existing trust re-
lationships (n = 25%, 50%, 75%, 100% of the total); the
proposed method computes the belief score of every node,
and the existing methods compute the probability of making
trust relationships between the target node and every other
node in the network; for each method, the scores computed
for all the nodes are sorted in the descending order and the
top-k nodes from the sorted list are selected as prediction
results; the accuracy of each method is computed by com-
paring its predicted result with the ground truth, i.e., the
deleted trust relationships. The accuracy is measured by



Table 6: Parameters and their values.
Parameters Values

α 4×10−1, 10−1, 10−2, 10−3, 10−4

β 10−3, 10−4, 10−5, 10−6, 0

ε 10−1, 5×10−2, 10−2, 5× 10−3, 10−3

RF 1, 10−1, 5×10−2, 10−3, 0

the ratio of correct predictions to all the predictions (i.e.,
precision), which has been used in many prediction domains
[22, 20].

Our parameters can be flexibly tuned in order to reflect
users’ interactions. Table 6 gives such parameters: α, β, ε,
and RF . We examine the accuracy with respect to different
parameter values. While a parameter in Table 6 changes for
different experimental settings, other parameters are fixed
to the pivot values in boldface. For example, during our
experiments are performed with different α of 4×10−1, 10−1,
10−2, 10−3, and 10−4, other parameters, i.e., β, ε, and RF ,
are fixed to be 10−5, 5× 10−3, and 10−1, respectively.

We use the total elapsed time as the measure of a pro-
cessing time while excluding the time for file accesses. For
accurate experimental results, we take the average of times
for getting 100 prediction results. The experiments are per-
formed on an I-5 2.50GHZ PC equipped with a Windows7
OS and 8GB of main memory.

4.2 Results and Analyses

4.2.1 Q1: Parameter
In the first set of experiments, we show the accuracy of

PIN-trust with respect to varying parameter values to ver-
ify its robustness. Figure 4 indicates the results. In the
experiments, we used user group 2 as a target user group
because it has a moderate amount of interaction informa-
tion. Figure 4(a) depicts the accuracy changes according to
varying prior beliefs of the target node. The results reveal
that PIN-trust has the highest accuracy when α = 10−2.
The accuracies are also kept high when 10−1 ≥ α ≥ 10−3.

The accuracy of the proposed method decreases when α
> 10−1. This is because the higher prior belief on the trust-
worthy state makes the trustworthy message too strong. If
the target user’s prior belief on the trustworthy state is too
high, the user propagates too high trustworthy message to
her/his neighbors. As a result, the neighbors get high belief
scores on the trustworthy state regardless of the interaction
information with the target user. For example, even if user
uj receives a low average rating score (µij ≤ 3) from the tar-
get user, uj eventually would get a high trustworthy belief
score due to the high prior belief of the target user.

The proposed method shows the lowest accuracy when α
= 10−4. If the target user’s prior belief on the trustworthy
state is too low, the target user propagates too low trust-
worthy messages to her/his neighbors as well. It does not
make a significant difference between the target user’s mes-
sages and the other users’ messages. In BP, the messages
represent the user’s opinions. That is, when α = 10−4, it
is difficult to consider the target user’s opinions more than
those of the other users, and thus the prediction accuracy
decreases rapidly. For this reason, we set α as 10−2 in the
following experiments.

Figure 4(b) shows the accuracy results with respect to
varying prior beliefs of all the nodes other than the node for
a target user. As shown in the figure, the proposed method
provides high accuracies when 10−4 ≥ β ≥ 10−6. When β
= 0, the accuracy slightly decreases. In the case, the prior
beliefs of each node are assigned as unbiased states <0.5,
0.5> and thus, the messages of each node are also assigned as
unbiased states (except for the target node). Consequently,
we cannot consider the other users’ opinions when we use β
= 0.

The results imply that a user basically decides to establish
trust relationships with others based not only on her/his own
opinions but also on other users’ opinions. If β is bigger
than 10−4, the accuracy decreases with the increase of β. It
is an inevitable result since the bigger β makes the smaller
difference between the target user’ message and the other
user’s messages. In the following experiments, we set β to
10−5.

Figure 4(c) indicates the accuracy results with the respect
to varying values of ε, which controls the influence of the
message in the propagation matrices. The results show that
the proposed method provides high accuracies when 10−2 ≥
ε ≥ 10−3. The accuracy decreases with the increase of ε.
This is because the higher ε makes the higher influence of
the message propagation. The messages of each node even-
tually affect the belief scores of distant nodes in the network,
thereby decreasing the accuracy of the trust prediction. We
set ε as 5× 10−3 in the following experiments.

Lastly, Figure 4(d) shows the accuracy results according
to varying values of RF , which controls the influence of the
trust reciprocation on reverse edges. When RF ≈ 10−1,
the proposed method shows the highest accuracy. Similar
accuracies are also found when RF ≥ 10−2.

On the contrary, when RF = 1, the result shows the lowest
accuracy: in the case, the messages on the reverse edges have
the same influence as those on the normal edges. Therefore,
all other nodes that trust the target node unconditionally
would receive high trustworthy messages through the reverse
edges from the target.

WhenRF = 0, the accuracy is lower than those when 10−1

≥ RF ≥ 10−2 because the trust reciprocation is not consid-
ered at all. Since the trust reciprocation exists in many so-
cial networks, we need to consider it for trust prediction [21,
23]. We use RF of 10−1 to consider the trust reciprocation
in the following experiments.

4.2.2 Q2: Distrust
In the second set of experiments, we measure the accuracy

of PIN-trust with and without the distrust relationships in
order to check whether the use of the distrust relationships is
beneficial to accurate trust prediction. To measure the accu-
racy without employing them, we simply deleted all distrust
relationships in the network. Table 7 shows the results. The
accuracy of PIN-trust with distrust relationships is slightly
better than the accuracy without them. Compared to other
parameters above, the distrust relationship seems to be a
less dominant factor to accuracy improvement. This is be-
cause, in Epinions.com, users cannot see other users’ dis-
trust relationships. Users’ positive information such as the
trust relationships and ratings can be seen to other users in
Epinions.com, affecting other users’ future trust relation-
ships. On the contrary, users’ distrust relationships cannot
be seen to other users, so the distrust relationships cannot
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Figure 4: Accuracy changes according to different values of parameters: PIN-trust shows its robustness
against varying parameter values. Optimal parameter choices are α = 10−2, β = 10−5, ε = 5 × 10−3, and RF
= 10−1.

Table 7: Distrust information helps: Accuracy re-
sults with and without distrust relationships.

 n=25% n=50% n=75% n=100% 

PIN-TRUST with 

distrust relationships 
0.851 0.805 0.741 0.706 

PIN-TRUST without 

distrust relationships 
0.851 0787 0.720 0.673 

affect other users’ future relationships a lot. In other words,
the distrust relationships of other nodes are not propagated
over the network.

However, in case the distrust relationship is not used at
all, users who received the distrust relationship from the tar-
get user may have the high trustworthy belief score through
the indirect trust relationships. For example, a target user
ui trusts uj and distrusts uk, and also uj trusts uk because
of her/his personal preferences. In this situation, if the dis-
trust relationship is not used, uk eventually would get a high
trustworthy belief score through the indirect trust relation-
ship from ui. Using the distrust relationships is effective in
eliminating such a problematic situation in advance, leading
to higher prediction accuracy.

4.2.3 Q3: Accuracy comparison
In the third set of experiments, we compare the accuracy

of PIN-trust with that of existing methods, ITD [22] and
ABIT L [20], with target users selected in each user group.

Figure 5 shows the results of the accuracy compared. The
results indicate that the proposed method provides the best
accuracy in all cases.

Figure 5(a) shows the accuracy comparisons with user
group 1. The accuracy of ITD is comparable to that of the
proposed method. ITD computes the probability of mak-
ing a trust relationship between two users by using both
the trust relationship and ratings. Since user group 1 has
an enough amount of interaction information, ITD works
well in this case. However, since ITD does not consider the
trust reciprocation and the distrust relationship, PIN-trust
shows a slightly better accuracy. ABIT L shows much lower
accuracy than the others since it mainly focuses on the rating
information between two users to infer the trust relationship
[20].

Figure 5(b) shows the accuracy comparisons with user
group 2. The accuracy gaps between PIN-trust and ITD
are higher than those with user group 1. As shown in Sec-
tion 4.1, user group 2 has a less amount of interaction in-
formation than user group 1. ITD regards two users to be
in a trust relationship only if the probability level between
the two users exceeds a predefined threshold [22]. If a target
user does not have much interaction information, ITD has
a difficulty in computing the probability level between the
target and other users, thus providing a low accuracy. In
contrast, even when the target user has small bits of inter-
action information, PIN-trust is able to compute the belief
scores of all the nodes based on the proposed propagation
strategies.
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Figure 5: Accuracy comparisons: PIN-trust universally shows better accuracy than existing methods. With
the decrease in the amount of interaction information, the accuracy gaps between ours and the others increase.
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Figure 6: Processing time of PIN-trust: It is scal-
able with respect to the number of edges.

With the decrease in the amount of interaction informa-
tion, the accuracy gaps increase even more. Figure 5(c)
shows the accuracy comparisons with user group 3. Since
user group 3 has the least amount of interaction information,
the accuracy of all methods get decreased. The proposed
method shows the best accuracy. Compared with ITD and
ABIT L, PIN-trust improves the prediction accuracy by
up to 19.7 and 50.4 percentage relative improvements.

4.2.4 Q4: Scalability
Lastly, we show how the processing time changes as the

number of edges in a network increases. Figure 6 shows
the experimental results. The processing time grows lin-
early with the increasing number of edges. Note that PIN-
trust is based on BP whose computational complexity is
O(|E| d2c) [1], where |E| represents the number of edges in
the network, d is the number of states of a node, and c is
the number of iterations for convergence. In PIN-trust, we
set d = 2 and c = 30. Consequently, the processing time
of PIN-trust is linear on the network size in terms of the
number of edges.

5. RELATED WORK
Recently, several methods on trust prediction have been

proposed. Most existing methods are based on link predic-
tion by regarding infers the trust relationship between two
users as a link. They can be categorized into two classes:
supervised prediction and unsupervised prediction [24, 8].

The supervised prediction method first extracts a set of
features from every user pair in a network and infers the ex-
istence of the trust relationship by training a binary classi-

fier. Nguyen et al. [20] used the trust antecedent framework
(TAF) model, developed in the management and social sci-
ence domain, to extract features for trust prediction. Based
on the TAF model, they extracted a set of quantitative fea-
tures: ability, benevolence, integrity, and trust propensity.
Chua et al. [8] also used the TAF model to extract four key
features: ability, propensity, expressiveness, and observabil-
ity. Using the features, they predicted both trust and dis-
trust relationships. Ma et al. [17] extracted two types of key
features: ten features for user attributions and nine features
for user interactions. These features were used in classifica-
tion methods to construct a trust prediction model. Lastly,
Matsuo and Yamamoto [19] explained the bidirectional ef-
fect of both trust relationships and ratings, and extracted
seventy nine features used for trust prediction.

The unsupervised prediction method first computes the
probability of making a trust relationship in each user pair
based on some criteria and then ranks them in the order of
the probability thus computed. Oh et al. [22] developed a
trust prediction framework based on trust-message passing
strategies, taking into account both trust relationships and
ratings. In the framework, three types of trust prediction
models are built: initial probability model, transpose trust
model, and direct propagation model. Huang et al. [12] pro-
posed a joint manifold factorization (JMF) model to predict
both trust and distrust relationships. The JMF model ex-
plores a user group similarity to consider the social influence
between users and then alleviates the sparsity problem in a
trust network. Tang et al. [24] developed an approach to ex-
ploit the homophily effect in trust relationships to alleviate
the sparsity problem as well. The homophily effect indicates
that more similar users have a higher likelihood to trust one
another. Guha et al. [11] proposed four strategies of trust
relationship propagation: direction propagation, transpose
trust, co-citation, and trust coupling. They also discussed
distrust relationship propagation for trust prediction. Massa
and Avesani [18] developed trust propagation strategies that
incorporate trust and distrust relationships for trust predic-
tion.

6. CONCLUSIONS
In this paper, we proposed PIN-trust, a novel method

to predict a target user’s future trust relationships. The
proposed method measures each user’s trustworthiness over
other users in a network by using all three types of inter-
action information: the trust relationships, distrust rela-
tionships, and ratings. We described our message passing
strategies which propagate different messages in accordance



with interaction information between two users. We defined
the notion of reverse edges to consider the trust reciproca-
tion and discussed message propagation strategies for the
reverse edges as well. Our main contributions are summa-
rized as follows:

• PIN Model: The proposed method is carefully de-
signed to consider all types of interaction information
and also the trust reciprocation.
• Scalability: The proposed method is scalable on the

network size. We show that the processing time of
PIN-trust grows linearly with the number of edges
in the network.
• Effectiveness: The proposed method outperforms ex-

isting methods in terms of accuracy. Applied on real-
world data, PIN-trust improves the prediction accu-
racy by up to 19.7 and 50.4 percentage compared with
ITD and ABIT L, respectively.

The proposed method, PIN-trust, is a modified belief
propagation that is applied to a graph consisting of differ-
ent types of edges and uses a different propagation matrix
for each type of an edge. We showed this modification is
practically effective in trust prediction. As a future work,
we are going to study theoretical implications of the modi-
fication. In addition, we plan to extend our work to predict
trust relationships of cold-start users and also to infer dis-
trust relationships.
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